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MANAGING YOUR DATA
LORI SLOANE, HSLIC DATA MANAGER

NIH Data Management and Sharing
Policy & Related Announcements
NOT-OD-21-013 - Final NIH Policy for Data Management and Sharing
NOT-OD-21-014 – Common Elements of an NIH Data Management and Sharing Plan
NOT-OD-21-015 – Allowable Costs for Data Management and Sharing
NOT-OD-21-016 – Selecting a Repository for Data Resulting from NIH-Supported
Research
NOT-OD-21-131 – Developing Consent Language for Future Use of Data and
Biospecimens

Logistics
1. Effective Date: January 25, 2023
2. Required submission of DMSP at the time of application
3. Compliance will be monitored
– Extramural Awards: The Plan will become a Term and Condition of the Notice of Award.
– After the end of the funding period, non-compliance with the NIH ICO-approved Plan may
affect future funding decisions for the recipient institution

4. Scope: “The DMS Policy applies to all research, funded or conducted in whole
or in part by NIH, that results in the generation of scientific data.”

New definition of Scientific Data
“The recorded factual material commonly accepted in the scientific community as of sufficient
quality to validate and replicate research findings, regardless of whether the data are used to
support scholarly publications. “
Scientific data

do not include

• laboratory notebooks
• preliminary analyses
• completed case report
forms
• drafts of scientific papers
• plans for future research

• peer reviews
• communications with
colleagues
• physical objects (such as
laboratory specimens)

Costs & Budget
“Personnel costs required to perform the types of data management
and sharing activities described in the final Supplemental Information
are allowable.”
“…funds for these activities must be spent during the performance
period, even for scientific data and metadata preserved and shared
beyond the award period. NIH funds cannot legally be spent after the
award period.”

Forecasting Cost for Preserving, Archiving,
and Promoting Access to Biomedical Data
Funded by the National Library of Medicine,
this study by the National Academies of
Sciences, Engineering, and Medicine
developed and demonstrated a framework
for forecasting long-term costs for
preserving, archiving, and accessing various
types of biomedical data and estimating
potential future benefits to research.
https://vimeo.com/447601572
https://pubmed.ncbi.nlm.nih.gov/33026757/

Three data states

• State 1: Primary
research/data management
environment; data are
captured and analyzed
• State 2: Active repository
and platform; data may be
acquired, curated,
aggregated, accessed, and
analyzed
• State 3: Long-term
preservation platform

Elements of a Data Management and
Sharing Plan
Data type

◦ Identifying data to be preserved and shared

Related tools, software, code

◦ Tools and software needed to access and manipulate data

Standards

◦ Standards to be applied to scientific data and metadata

Data preservation, access, timelines

◦ Repository to be used, persistent unique identifier, and when/how long data will be available

Access, distribution, reuse considerations

◦ Description of factors for data access, distribution, or reuse

Oversight of data management

◦ How plan compliance will be monitored/ managed and by whom

Choosing a data repository
“Primary consideration should be given to data repositories that are discipline or data-type
specific to support effective data discovery and reuse.”
Desirable characteristics (from NOT-OD-21-016)

Unique persistent identifiers (DOI)
Long-term sustainability
Metadata
Curation & quality assurance
Free and easy access
Broad and measure reuse

Clear use guidance
Security and integrity
Confidentiality
Common format
Provenance
Retention policy

Additional Considerations for Human Data
(even if de-identified)

Fidelity to Consent: documented procedures to restrict dataset access and use to those that are
consistent with participant consent
Restricted Use Compliant: documented procedures to communicate and enforce data use restrictions
Privacy: documentation to protect human subjects’ data from inappropriate access
Plan for Breach: measures that include a response plan for detected data breaches
Download Control: Controls and audits access to and download of datasets (if download is permitted).
Violations: addressing violations of terms-of-use by users and data mismanagement by the repository
Request Review: makes use of an established and transparent process for reviewing data access
requests

Acceptable reasons to not share
 Informed consent limitations on sharing
 Existing consent (e.g. for previously collected biospecimens) prohibits sharing
 Privacy or safety of research participants would be compromised
 Explicit federal, state, local, or Tribal law, regulation, or policy prohibits
disclosure

Creating your DMP

DMPTool - https://dmptool.org/

Data collection best practices
 Have a plan developed beforehand and document it in detail
 Consider who, what, when, where, how you are going to collect your data from the outset
 Speak to a statistician and consider analysis throughout the process

Data Collection and Data Management
Documentation
Population: Teens with depression
Target: 100 subjects
Data collection information needed:

◦ Demographics, clinical measures, depression scale, MoCA

Resources:

◦ Data collection:
◦
◦
◦
◦

iPads (4)
REDCap software (https://hsc.unm.edu/ctsc/services/informatics/redcap-login.html)
Statistical software
Statistical Analysis Plan

Sites: After school programs in NM

◦ 25 YMCA, NM Teen Project, Camp Fire NM, etc.

Procedure: Meet with students during after school programs, collect data on iPads usingREDCap

Creating instruments/forms/CRFs
What is the best method for collecting your data?
 Single fields
 Multiple choice/select all
 Matrix of fields

Best practices:
 Keep values consistent
 Use validation whenever possible

Collecting data: Example
Scenario: Collecting data on comorbidities

https://hsc-redcap-idp.health.unm.edu/my.policy

Collecting data: Example
Scenario: Collecting data on comorbidities

Collecting data: Example
Scenario: Data validation

Documentation: Data Dictionary/Codebook

Medical coding dictionaries
Helps categorize medical terms (e.g. diagnoses, symptoms, adverse events) so that they can be
analyzed/reviewed
Standardizes data across studies
Dictionary/Coding Example:
 ICD-10 codes

Record what medical coding dictionaries, validated instruments or standards will be used
Indicate version of dictionary/instrument/standard used

Medical coding dictionaries
ICD-10 codes:

Medical coding dictionaries
ICD-10 codes:

Medical coding dictionaries
Drug codes:

REDCap Shared Library

Data standards: CDASH
Adverse Events:

NIH CDE Repository

https://cde.nlm.nih.gov/home

Data quality

Quality Assurance & Data Management Example
Data reconciliation responsibilities in REDCap:
Staff responsible:

◦ Research coordinator
◦ PI
If there is a discrepancy in data from the source documentation, follow this procedure:
1. Error flagged in REDCap
2. Review source documentation
3. Error (if it is not self-evident) to PI
a)

[a] correct error, [b] irresolvable

4. Discrepancy is approved. Decision is documented below by the PI:

Where is the safest place to store my
data?
UNM HSC Network Drive (H, O or N drives, Sharepoint)
REDCap (production mode)
 https://hsc.unm.edu/ctsc/services/informatics/redcap-login.html
 UNM Main Campus High Performance Computing
 HSC-250 Systems and Network Security

Use open formats

Data privacy: REDCap

Data privacy: HIPAA Compliance

Data Storage Documentation Example
Data Storage Procedure and Workflow
Data Storage During Collection:
 Data stored within REDCap
 Lab data uploaded to REDCap File Repository with file name LabName_DataType_YYYYMMDD
Data Storage Before Analysis:
 REDCap data exported to H:/ drive Project Folder in CSV raw format with file name:
 ProjectName_MasterDataset_YYYYMMDD

 ProjectName_MasterDataset_YYYYMMDD is cleaned and prepared for analysis
 Import into SPSS v25 and saved to Project Folder → Data Analysis Folder with file name:
ProjectName_DataSubset_YYYYMMDD

Data Storage During Analysis:
 All changes to analysis dataset including output logs and monitor files will be stored in Project Folder → Data
Analysis Folder with the file name:
 DataSubset_AnalysisType_FileType_YYYYMMDD

Data management and storage
Document where your data lives throughout your study
Who is responsible for the data at different stages (e.g., collection vs. analysis)?
How safe is your data in each location? How is that safety guaranteed?
Ensure that your file systems are planned out ahead of time and understandable
Back up data and save in open formats if possible

Data transfer @ HSC
Requesting HSC Central IT Transfer:
The default DUA language requires that transfers be handled by HSC Central IT. Investigators can
request secure data transfer services by creating a self-service help ticket and attaching the request
number with their documentation confirming that HSC Central IT security transfer has been requested.
1. File transfers
1. Submit a request through http://help.health.unm.edu and select -- “HSC Central IT secure
transfer”
2. Data Entry into an External Web Application or Portal
1. Submit a request through http://help.health.unm.edu and select – “Request Security Review”
For questions concerning IT Security issues please refer to http://hscsecurity.unm.edu/.

https://hsc.unm.edu/financialservices/preaward/ancillary-agreements/data-agreements/

Summary
Data management should be discussed BEFORE
beginning a study and any documentation is better
than no documentation
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